IMamaTka s 00y4aomuxcst
10 MHPOPMAMOHHOI 0€30MACHOCTH

HEJIb34

1. Bcem moapsa cooOmarh CBOK YacTHYH HHGOpMAIMIO (HACTOAIIME WM,
dbamunuto, tenedoH, ampec, HOMEp MIKOJbI, a Takke (oTorpaduu CBOM, CBOCH
CEMBU U ApYy3ei);

2. OTKphIBaTh BJIOXKEHHBIE (HAWIBI JJICKTPOHHOW TIOYTHI, KOT/a HE 3Haellhb
OTIPABUTES;

3. I'pyOuth, mpumupathcs, OKa3bIBaTh IaBICHUE - BECTH ce€0s HEBEXKIWBO U
arpecCUBHO;

4. He pacniopsikaiicsi IeHbraMyd TBOEM ceMbH 0€3 pa3pelleHUs CTapIiuX -BCerna
CITpallINBal POAUTEIICH;

5. He Bctpeuaiics ¢ IHTepHET - 3HAKOMBIMU B peaibHOM KU3HU - TIOCOBETYHCS CO
B3pOCJBIM, KOTOPOMY JOBEPSIELIb.

1. He Bce nmumyt npaBay. Yutaems o cebe Henpasay B MHTepHETE - coolum 06
TOM CBOHUM POJUTEISIM WUJIU ONEKYHAM;

2. llpurmamaroT TepenuchBaTbCA, UrpaTh, OOMEHUBATHCS - MPOBEPH, HET JIK
MO/IBOXA,;

3. HezakonHoe konupoBanue ¢aitinos B UHTepHETE - BOPOBCTBO;

4. Bcerna pacckasbiBail B3pOCIIbIM O MPoOJIeMax B CETH - OHU BCET/1a IOMOTYT;

5. Mcnonb3yit HacTpoKU 0€30MaCHOCTH M MPUBATHOCTH, YTOOBI HE TOTEPATH CBOU
AKKayHTBI B COLICETSIX U APYTHX MOPTAJIAX.

MOXKHO

1. VBaxait Apyrux noJjib30BaTeleu;

2. [Tonp3yemibest THTEpHET - MCTOYHUKOM - JIeNIail CChUIKY Ha HETO;

3. OTKpbIBaii TOJIBKO T€ CCHUIKH, B KOTOPBHIX YBEPEH;

4. OOwaTtbca 3a MOMOILBIO B3POCIBIM - POJUTENH, ONMEKYHbl U aJIMUHHUCTpALUS
CalTOB BCET/Ia IOMOTYT.



NudopmanuoHHas NaMATKA AJ151 00Yy4AKOIIHXCS
«be3zonmacnocts B cetu UHTEpHET»

C KaXIAbIM T'OAOM MOJIOACKH B MHTCPHCTC CTAHOBUTLCA 6OJII)IIIC, 4 IIIKOJIbHUKH
OJHHN H3 CaMbIX aKTHBHBIX MOJIb30BaTENCH PYHCTa. MC}KI[y TCM, ITOMHMO
OTPOMHOI'0 KOJIMYCCTBA BOSMO)KHOCTCﬁ, HHTCPHCT HCCCT H HpO6JI€MBI. OTta
IHaMsTKa JOJIXKHA IIOMOYb TeOe Oe301acHo HaXOINUTLCA B CCTH.

KoMmnbroTepHbie BUPYChI

KoMmnpioTepHBIi ~ BUPYC-3TO  Pa3HOBUIHOCTH  KOMITBIOTEPHBIX  MPOTPAMM,
OTIIMYUTEIBHON 0COOEHHOCThIO KOTOPOM SIBISIETCS CLIOCOOHOCTh K Pa3MHOKEHUIO.
B nomonHeHue K 3TOMy, BUPYCBHI MOTYT HOBPEAUTH MIIM MOJHOCTHIO YHHUTOXKUTH
Bce (haiiyibl U JaHHbIE, TOJKOHTPOJIbHBIE TIOJIB30BATENI0, OT UMEHU KOTOPOTro Obliia
3aIlyllleHa 3apakxeHHas

nporpaMMa, a TakkKe MOBPEAUTh WM AK€ YHUUTOXXKUTh ONEPAUOHHYIO CUCTEMY
co BceMu (paiinamu B 11es1I0M. B OOJIBIIMHCTBE ClTyyaeB pacnpOCTPaHSIOTCS BUPYCHI
4yepe3 UHTEPHET.

MeToab! 3alIUTHI OT BPEIOHOCHBIX MPOrpaMMm:

1.Wcnonb3yii COBPEMEHHBIE OINEPAMOHHBIE CHUCTEMbI, HWMEIOIINE CEpPbE3HBIN
YPOBEHB 3aIIUTHI OT BPEIOHOCHBIX ITPOTPAMM;

2.IloctossnHo  yctaHaBimBaii  mayTH  (UM@POBBIE  3alIaTKH,  KOTOPHIC
aBTOMATUYECKM YCTAHABJIMBAIOTCA C LEIbI0 JOPAOOTKHM MPOrpamMMbl) U APYrHe
OOHOBJICHHSI CBOE€H omnepalMOHHOW cuctembl. CkauumBaili UX TOJBKO C
opurmanpHoro  caiita paszpaborumka OC. Ecnum cymiectByeT — pexum
aBTOMATUYECKOT0 OOHOBJICHUSI, BKIIOUH €T0;

3.PaboTait Ha cBOEM KOMIIBIOTEpE TIOJ1 TPAaBaMH TOJIH30BATENIs, a HE
aJIMUHUCTPATOpa. DTO HE TMO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOTrPaMM
MHCTAJJIMPOBATHCS HA TBOEM IIEPCOHATILHOM KOMIIBIOTEPE;

4. Ucnionb3yi AHTHUBUPYCHBIE IIPOTPaMMHBIE IIPOYKTBI U3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHIECKUM OOHOBIICHHEM 0a3;

5.0rpannub GU3NYECKHUI TOCTYI K KOMIBIOTEPY JJIs1 HOCTOPOHHUX JIMII;
6.Mcnonb3yii BHemIHME HOCHTENW HWH(OpMammu, Takue Kak (iemka, AUCK WM
(aiin U3 uHTEpHETA, TOJIBKO U3 TPOBEPEHHBIX HCTOYHUKOB;

7.He oTkpblBaii KOMIBIOTEpHbIE (ailyibl, TMOIYYEHHbIE U3 HEHAJECKHBIX
MCTOYHUKOB. Jlaxe Te Qaiinbl, KOTOpble MpUCan TBOM 3HAKOMBI

. Jlydille yTOYHU y HETO, OTIPABJISUI JIU OH TeOe uX.

Ceru WI-FI

Wi-Fi -3T0 He BHJ mepeiayd JaHHBIX, HE TEXHOJIOTHSI, a BCEro JIMIIb OpCHI,
mapka. Eme B 1991 rony Humepmaniackas KOMMIaHHUS 3aperHCTpUpoBalia OpeHI
"WECA", urto o6o3Hauganio cnoBocoueranue "Wireless Fidelity", koropsrii
MEePEBOAUTCS Kak "OecpoBOAHAS TOYHOCTH'.



Jlo Hamero BpeMeHH Aomuia Apyras a00peBuaTypa, KOTOpas SBISETCS TaKOW Ke
TexHosoruen. Ito aboperuarypa "Wi-Fi". Takoe HazBaHue ObLIO JaHO ¢ HAMEKOM
Ha CTaHJIapT BbIcHied 3ByKoBoM TexHuWku Hi-Fi, 4ro B mepeBoje o3Haudaer
"BBICOKAsi TOYHOCTB'".

JHa, OecruaTHBIA HMHTEpHET-IOCTYN B Kade, OTeNsX U a’dporopTax sBIsSETCA
OTJIMYHOM BO3MOKHOCTBIO BBIXOJla B MHTEpHET. HO MHOTrMe 3KcnepThl CUHTAIOT,
gT0 obmeaoctynHbsie Wi-Fi ceTu He sBisitoTcs 6€30macHbIMU.

CoBeTbI 110 0€30MACHOCTH PAdOTHI B 001IeT0CTYNHBIX ceTax Wi-fi:

1.He mepenaBaii cBoro nuunHyio uHpopMaiuio yepe3 obmenoctynusie Wi-Fi cern.
Paborass B HUX, JKeJaTeNbHO HE BBOJIUTH MApOJIM JOCTYMa, JIOTUHBI U KaKHe-TO
HOMEDA;

2.Mcnons3yit 1 OOHOBJISIH aHTUBUPYCHBIE TTPOrpaMMbl U OpanaMayep. Tem caMbim
ThI 00€30MacuiIb ce0sl OT 3aKaUYKH BUpyca Ha TBOE YCTPOMCTBO;

3.Ilpu ucnons3oBanuu Wi-Fi otkmoun ¢yukuuio "OOmuit goctyn k daimam u
npuHTepam". JlanHas ¢GyHKUIMS 3aKpbiTa MO YMOJYAHUIO, OJHAKO HEKOTOpbIE
MOJI30BATENIM AKTUBUPYIOT €€ JIJIsl yI00CTBa UCIIOJIb30BaHUs B paboTe min yueoe;
4.He ucnonb3yii myomuunbii WI-FI nns mepemaun TUYHBIX JaHHBIX, HAIIPUMEP
JUIS1 BBIXOJIa B COLIMAJIBHBIE CETH WIIH B JIEKTPOHHYIO MTOYTY;

S.Mcnone3yit Tonbko 3amuiieHHoe coeaunenue yepes HTTPS, a we HTTP, T.e.
npu Habope BeO-apeca BBOAM UMEHHO "https://";

6.B MmoOunpHOM Tenedone ortkmoun ¢Gyakmuo "Tlogkmodyenne k- Wi-Fi
apTomatnuecku'". He nomyckall aBTOMATMYECKOTO TMOJKIIOUYEHUS YCTPOWCTBA K
cetssm Wi-Fi 6e3 TBoero cornacus.

CoununajabHble CeTH

ConmalibHbBIE CETH aKTUBHO BXOJAT B HAIly XKHW3HB, MHOTHE JIIOJHU pabOTalOT U
JKUBYT TaM IOCTOSIHHO, a B Facebook yxe 3apeructpupoBaH MHLIHAP] YETIOBEK,
YTO SIBISCTCS OJHOM CeIbMOM BCEX JKHUTEJICH ILIaHeThl. MHOTHE IT0JIb30BaTeNIM HE
MOHMMAIOT, YTO WH(OpMaIHs, pa3MelieHHas UMHA B COIIMAJIbHBIX CETSX, MOXKET
OBITh HaliflcHA W HCIIOJb30BaHA KEM YTOJHO, B TOM 4YHCJE HE 0053aTeIBHO C
OJIaruMu HaMEPEHUSIMHU.

OcHOBHBIE COBETHI 10 0€30IMACHOCTH B COIHAJIBHBIX CeTHAX:

1.0rpannub cnucok Jpy3ed. Y Te0s B Apy3bsSX HE JOJKHO OBITh CIy4YalHBIX U
HE3HAKOMBIX JIFOJICH;
2.3amuiail cBoro yacTHYIO *u3Hb. He yka3piBail maposu, TeaedoHsl, aapeca, aTy
TBOETO POXKICHUS W JPYryI0 JUYHYI0 MHQOpPMAIHIO. 3JI0yMBIIUIEHHUKH MOTYT
UCIOJIb30BaTh Jake MH(POPMAIUIO O TOM, KaK Thl M TBOM POAMUTEIH IUIAHUPYETE
IIPOBECTH KAHUKYJIBL;



3.3ammumiail CBOIO pemyTaluio - JEpKH €€ B YHUCTOTE M 3agaBail cebe BOMpOC:
X0Tea Obl Thl, YTOOBI APYrHe IMOJIb30BATENM BHJIEIU, YTO Thl 3arpyxaeuib?
[Togymaii, mpexkJie 4eM 4TO-TO ONMyOJIUKOBATh, HAIMUCATh U 3arPy3UTh;

4.Ecni Thl TOBOPHWILb C JIOJbMU, KOTOPBIX HE 3HAElIb, HE HCIOJB3YH CBOE
peajgbHOe UMS U JIPYTYIO JUYHYIO MH(OpMAIUU: UMs, MECTO >KUTENIbCTBA, MECTO
y4eObl U poyee;

5.136erait pasmenienus ¢otorpaduii B HMHTEpHETE, THE€ ThI H300pakeH Ha
MECTHOCTH, 110 KOTOPOH MOKHO OIPEEIUTh TBOE MECTOTOJIOKEHHE;

6.Ilpn peructpanyu B COIHMAIBHOM CETH HEOOXOAMMO HCHOIB30BaTh CIIOKHBIC
HapoJIH, COCTOSIINE U3 OYKB M IU(P U C KOJTUIECTBOM 3HAKOB HE MEHee §;

7.d1s1 counManbHOM CETH, MOYTHl M JAPYTHX CAUTOB HEOOXOJHMMO HCIOJIb30BaTh
pasubpie maposnd. Torma ecau TeOs B3JIOMAIOT, TO 3JOYMBIIIJICHHUKH IOTy4at
JIOCTYT TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

JIeKTPOHHbIE IEHbI'H

OJNEeKTpPOHHBIE JI€HBI'M - 3TO O4YeHb YIOOHBIM CHocod IulaTexeil, OaHaKo
CYUIECTBYIOT MOIIEHHUKH, KOTOPBIE XOTAT MOJYUYUTh 3TH JEHBIU.

OJEeKTPOHHBIE JEHBIU MOSBUINCh COBCEM HEJABHO M MMEHHO M3-3a 3TOrO BO
MHOTMX TOCyAapcTBax N0 CHX MOp HE NPONMCAaHO MpPO HUX B 3aKOHAaXx.
B Poccun ke oHM (QDYHKIIMOHHPYIOT U O HUX YyXK€ MPOIMHCAHO B 3aKOHE, TIE UX
pa3aensioT Ha HECKOJIbKO BUIOB - AHOHUMHbBIC U HE aHOHMMHBIE. Pa3HuIa B ToM,
YTO AaHOHUMHBIE — 3TO T€, B KOTOPHIX pPa3peliacTcsl MPOBOIUTH OMepanuu 0e3
UACHTU(DUKAIINH TIOTH30BATENS, 2 B HCAHOHUMHBIX HICHTU(UKALINS TOJIH30BATEIS
ABJIAETCS 0053aTEILHOM.

Taxxxke cienyer pasnuyarb — JJEKTPOHHbIE  (UaTHbIE  JAEHBIW  (paBHbI
rOCyJapCTBEHHBIM BAJIIOTaM) M DJIEKTPOHHBIE He(dUaTHbIE JCHBIM (HE PaBHBI
rOCy/1apCTBEHHBIM BaJIIOTaM).

OcHOBHbBIE COBETHI M0 0€30MACHOIT padoTe ¢ IEKTPOHHBIMH TeHbIAMM:

1.IlpuBsoku K cueTy MOOUIBHBIN TenepoH. DTO camblii YIOOHBIH U OBICTPBIN
Croco0 BOCCTAaHOBUTH JOCTYN K cuery. lIpuBsizanHbii TenedOoH MOMONKET, €CIH
3a0yJelnip CBOM IUIATEXXHBIM MMaposib WM 3aijielllb Ha CalT C HE3HAKOMOTO
YCTPOWCTBA;

2.Wcnonb3yil  ogHOpaszoBele maponu. Ilocme mepexoga Ha  YCHICHHYIO
aBTOpHU3aLMI0 TeOe yke He OylIeT yrpoKaTh ONACHOCTh KpakKH WM IepexBaTa
IJIATEKHOTO MapOJIs;

3.Beibepu croxHbIN napodib. [IpectynHukaM OyneT He MPOCTO yrajaarh CIOMKHBIN
naposib. HajiesxHble mapoiv - 3To MapoJik, KOTOPhIE COAEpKaT HE MEHEe 8 3HAKOB
U BKJIIOYAIOT B ce€0s CTPOYHBIE W TPOMHCHBIC OYKBBI, IMUMPHI U HECKOIBKO
CUMBOJIOB, TaKHM€ KaK 3HAK Jojuiapa, (yHTa, BOCKJIMIATENIbHBIA 3HAK W T.II.
Hanpumep, $tROng!;;

4.He BBOIM CBOM JINYHbBIE JJAHHBIE HA CaiiTaX, KOTOPHIM HE JOBEPSEUIb.



DJIEKTPOHHASI MOYTAa

DOneKkTpoHHAss MoYTa - ATO TEXHOJOTUS M MPEAOCTaBIEMbIE €I YCIYT'H IO
MEPECHUIKE U MOJTYUYEHUIO JIEKTPOHHBIX COOOIIECHUH, KOTOPhIE paclpeieatoTcs B
KOMITBIOTEPHON ceTH. OOBIYHO SJIEKTPOHHBIA TOYTOBBIM SAIIUK  BBITJISAIUAT
CJIeIYIOUM 00pa3oM: UMs_TI0JIb30BaTeNsI(@UMs_JOMEHa. Takke Kpome
nepeaadr MpocToro TEKCTa, MMEETCS BO3MOXKHOCTh TMepe/laBaTh (pailiibl.

OcHoBHBIE COBETHI 110 §e30MacHOIi padoTe ¢ JIEKTPOHHON MOYTO¥:

1.Hano BbIOpaTh mpaBHIIBHBIM MOYTOBBIM cepBUC. B MHTepHETE €cTh OrpOMHBIN
BbIOOp OECIIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIy4IlIE TOBEPATH TEM, KOTO
3HAEIIb U KTO IIEPBBIM B PEUTHHIE;

2.He ykaspiBaii B JHMYHOM IMO4YTe JHUYHYIO HHPopManuioo. Hampumep, myudrie
BBIOpATh "My3bIKaIbHBIN (panaT@" umu "pok2013" BmecTo "Temal3";
3.Mcnonp3yil ABYXA3TAIHYI0 aBTOPU3ALMI0. JTO KOTJa INOMHUMO IapoJisi HYXKHO
BBOJUTH KOJ, MpUChUIaeMblid 0 SMS;

4.BpiOepu COXKHBIN Maposib. [l KaKI0ro moYTOBOIO SIMIMKA JOJIKEH OBITH CBOU
HAJIC)KHBIM, YCTOMYUBBIN K B3JIOMY I1apOJIb;

S5.Ecnu ecTb BO3MOXKHOCTH HAIlUCaTh CAMOMY CBOW JIMYHBIM BOIIPOC, UCHOJIB3YH
3Ty BO3MOYKHOCTB;

6.Mcnosb3yil HECKOIBKO MOYTOBBIX AIIMUKOB. [IepBBIN 711 4aCTHOW NEPENUCKU C
aapecaTaMy, KOTOPBIM Tbl JOBEpSACHIb. JTO JJIEKTPOHHBIM aapec HE Haao
UCITI0JI30BaTh IPHU PErUCTPallii Ha (hOpyMax u cailTax;

7.He oTkppiBail (haiiibl U Ipyrue BIOKEHHS B MUCbMaXx, AK€ €CIU OHM MPULUIH
OT TBOUX Jipy3ei. Jlydllle yTouHU y HUX, OTIIPABIISIIN JIM OHU T€OE 3TH (pailiibl;
8.ITocne oxoHuaHUs1 pabOTHI HA TIOYTOBOM CEPBHUCE Mepel] 3aKPhITHUEM BKIIAJIKU C
caiiToMm He 3a0y/p HaXXaTh Ha "BeiiiTu".

Kn0epOy1imHr wiim BUPTyaibHOE U3/1€BATEJIbCTBO

KubepOymmHr - mnpeciieloBaHHE COOOIICHUSMH, COJACP)KAIUMH OCKOPOJICHUS,
arpeccuio, 3alyruBaHue; XyJUTaHCTBO; COI[MaIbHOE OONKOTHUPOBAHKE C TIOMOIIILIO
pPa3TUYHBIX HHTEPHET-CEPBUCOB.

OcHoOBHBIE COBETHI 10 00pBHOE ¢ KUOEPOYIIMHIOM:

1.He 6pocaiicst B 60i1. Jlyummuii croco6: mOCOBETOBAThCS Kak ce0sl BECTU U, €CIIU
HET TOr0, K KOMY MOXHO OOpaTUThCs, TO BHaYajie YCIOKOUThCS. Eciii Thl HauHEIIb
OTBEYaTh OCKOPOJICHUSIMU Ha OCKOPOJIEHUS, TO TOJBKO €Ile OOJIbIIE Pa30kKKEIIh
KOH(DITUKT;

2.YupaBnsii cBoer KubeppemyTaiuei;

3.AHOHMMHOCTh B ceTd MHUMasi. CyIlecTBYIOT CIIOCOObI BBISICHUTh, KTO CTOUT 3a
AHOHMMHBIM aKKayHTOM;



4.He ctouT BecTu XyJIUTaHCKHI 00pa3 BUPTyanbHOM ku3HU. HTEpHET puKcupyer
BCE TBOM JICHCTBUS U COXpAHSET UX. Y JAIUTh UX OyJeT KpailHe 3aTpyIHUTENBHO;
5.Coburoz1aii CBOO BUPTYAJIbHYIO YECTh CMOJIOAY;

6.Urnopupyil ennHnuHbl HeratuB. OJHOpPA30BblE OCKOPOUTENIBHBIE COOOIIECHUS
Jydllle MTHOpUpoBaTh. OOBIYHO arpeccus NpeKpaliaeTcs Ha Ha4ajabHOW CTaIuu;
7.ban arpeccopa. B mporpamMMax oOMEHa MIHOBEHHBIMHM COOOILECHHUSIMHU, B
COLIMAJIBHBIX CETSIX €CTh BO3MOXHOCTb OJIOKMPOBKM OTIPABKH COOOLIEHUH C
OIIPEIEIICHHBIX aJPECOB;

8.Ecnu TbI cBUAETEND KNOEpOyImuHra. TBOM NEHCTBUA: BBICTYIIUTh IPOTUB
npeciieloBaTeNs, MOoKa3aTb €My, YTO €ro JEMCTBUS OLICHHBAIOTCA HETaTUBHO,
NOJAJIEPXKaTh KEPTBY, KOTOPOM HY)KHA IICUXOJOTMYECKas MOMOLIb, COOOLIUTH
B3pOCIIBIM O (haKTe arpeCCUBHOIO OBEJCHUS B CETH.

MooOuiabHbIi TesaedoH

CoBpeMeHHbIe CcMapT(HOHBI W IUIAHIIETHI COJEPkKAT B ceOE BIIOJHE B3POCIBIi
GyHKIHMOHAT, W TENepb OHU MOTYT KOHKYpPUpPOBaTh CO CTallMOHAPHBIMU
KoMIiboTepamMu. OTHAKO, CPEACTB 3alTUTHI JJI OI00HBIX YCTPOUCTB MOKA OYEHb
Mmajo. TectupoBaHMe M TIOMCK YSA3BUMOCTEH B HHUX TPOUCXOJUT HE TakK
MHTEHCUBHO, Kak 17151 [1K, To ke camoe kacaeTcst U MOOMJIbHBIX MPUITOKECHHM.
CoBpeMeHHbIE MOOWIBHBIC Opay3ephl YK€ MPaKTUYECKHA JOTHAIH HACTOJIbHBIC
aHaJoru, OJHAKO paclIMpeHHe (QYHKIMOHAJIAa BJEUET 3a COOOM OOJNBIIYIO
CJIOKHOCTh M MCHBIIIYIO 3aIUIIEHHOCTb.

Jlaneko He Bce MPOM3BOAUTENN BBITYCKAIOT OOHOBJICHHUS, 3aKPBIBAIOIINE
KPUTHYECKUEC YI3BUMOCTH JIJISI CBOMX YCTPOUCTB.

OcHOBHBIE COBETHI I 0€30MaCHOCTH MOOMJILHOTO TesiepoHa:

Huuero He siBisieTcs mo-HacTosieMy OecruiaTHbIM. Byabs ocToposkeH, Benb Korna
Tebe mpejuiaraloT OECIUIATHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO
IJIATHBIE YCIIYTH.

Hywmaii, mpexne uem ornpaButh SMS, ¢hoTo mwim Buaeo. Thl TOUHO 3HACIIb, TIIE
OHHU OYJyT B KOHEYHOM UTOre?

Heo6xo01uMo 0OHOBIISATE ONEPAIMOHHYIO CUCTEMY TBOETO cMapT(oHa;

Hcnonb3yil aHTUBUPYCHBIE TPOTPAMMBI JUIsl MOOMJIBHBIX TENE(POHOB;

He 3arpyxail mpuiokeHUs OT HEU3BECTHOTO HCTOYHHKA, BEIb OHH MOTYT
coJiep>KaTh BPEIOHOCHOE MTPOTrpaMMHOE 00ECIICUEHHUE;

[Tocne Toro Kax Thl BBIMIEIIb C CaliTa, TJI€ BBOJIWII JIMYHYIO HH(OpMaIUIO, 3aii11 B
HacTpoiku Opay3epa u yaaiu cookies;

[lepuonuyeckn MpoOBepsAl, KakWe IUIATHbIE YCIYTd AaKTUBUPOBAHbI HA TBOEM
HOMEDE;

JlaBaii cBOI1 HOMEP MOOMIILHOTO TeNe(hoHa TOIBKO JIFOJISIM, KOTOPBIX Thl 3HACIIH U
KOMY JIOBEpSEILb;

Bluetooth nomkeH ObITH BBIKIIIOUEH, KOTAA Thl UM He TmoJb3yelibes. He 3a0biBait
WHOT 1A IPOBEPATH 3TO.



Online urpsbi

CoBpeMEHHbIE OHJIAWH-UIPBI - 3TO KPaCOYHbIC, 3aXBaThIBAIOLIME DPa3BICUCHUS,
OOBEIUHAIOIINE COTHU ThICAY YEJIOBEK MO BceMy Mupy. WMrpoku wuccieayror
JaHHBIA UM MHUD, OOLIAIOTCSA APYT C JPYIOM, BBINOJHSIOT 3a/laHusl, CPAKAIOTCS C
MOHCTPAMH M IIOJYYarOT ONBIT. 3a YJOBOJIbCTBHE OHM ILIATAT: MOKYHAKOT IUCK,
OIUIaYMBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KAKUE-TO OIMLUU.

Bce 3Tu cpenctBa MayT Ha MOJAEpP’KaHWE M PAa3BUTUE WUIPBI, a TAKXKE HA caMy
0€30MacHOCTh: COBEPIICHCTBYIOTCSI CUCTEMbBI ABTOPU3ALIMH, BBITYCKAIOTCS HOBBIE
naTuu (UQPOBbIE 3aIIaTKU AJI TPOrPaMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.
B 1nomoOHBIX Wrpax CTOMT ONAcaTbCi HE CTOJIBKO CBOMX COIEPHUKOB, CKOJIBKO
Kpa)ki TBOETO MapoJisi, Ha KOTOPOM OCHOBAaHA CUCTEMa aBTOPU3AIUU OOJBIINHCTBA
Urp.

OcHoBHbBIE COBETbI 110 0€30MACHOCTH TBOEI0 HI'POBOI0o akKKayHTa:

1.Ecnu napyroil urpok BeaeT ceds IUIOXO WM CO3/JaeT TeOe HENpUSITHOCTH,
3a0JIOKUPYH €ro B CHUCKE UTPOKOB;

2.Iloxanylicss aAMUHUCTPAaTOpaM MIPbl Ha IJIOXOE€ IOBEACHHE 3TOrO0 WIPOKA,
KeNaTeJIbHO MPHIOKUTh KaKHe-TO JOKa3aTeIbCTBA B BUJIE CKPUHOB;

3.He yka3biBail 1nuHyt0 HH(GOpMAIHMIO B Ipodaiiie Uurpsl;

4.YBaxail IpyruxX y4aCTHUKOB IO UTPE;

5.He ycranaBnuBaii Heo(uUMaIbHbIE TATYU U MOJIBI;

6./crionp3yil CI0KHBIE U Pa3HBIE TAPOJIH;

7.Jaxe BO BpeMsl UTPbl HE CTOUT OTKJIIOYATh aHTUBUpPYC. [loka Thl Urpaenb, TBOM
KOMITBIOTEP MOTYT 3apa3uTh.

OUIIUHT WK KpaXxa JIMYHbIX JaHHbIX

OObIYHOM Kpakeil JieHer M JTOKYMEHTOB CEroJIHSl y>K€ HMKOTO HE YAMBHILb, HO C
Pa3BUTHEM MHTEPHET-TEXHOJOTUN 3JI0yMBILUIEHHUKN NTEPEMECTHIINCH

B UHTEPHET, U MPOJIOJDKAIOT 3aHUMATHCS "MIOOUMBIM" JIETIOM.

Tak mosiBuiIach HOBask yrpo3a: MHTEPHET-MOILIEHHUYECTBA WM (PUIIMHT, TJaBHas
Heidb  KOTOPOrO  COCTOUT B  TMOJYYEHHM KOH(DHMICHUHUAIBHBIX  JaHHBIX
M0JIb30BaTENEN - JOruHOB U maposieid. Ha anrnmiickom si3bike phishing yurtaercs
kak ummHr (0T fishing - peiOHas j0BIs, password - mapoJnb).

OcHoBHBIE cOBeTHI 10 00pble ¢ PUINMHIOM:

1.Cnenu 3a cBouM akkayHToM. Ecim ThlI mojo3peBaelib, 4TO TBOSI aHKETa Oblia
B3JIOMaHa, TO HEOOXOJAMMO 3a0JIOKHPOBAaTh €€ M COOONIUTH AJMUHHUCTPATOpam
pecypca 06 3TOM Kak MOKHO CKOpEe;

2.Mcnons3yit Oe3omacHbie BeO-CaliThl, B TOM YHCIIe, HMHTEPHET-MAara3uHoOB U
MIOUCKOBBIX CHUCTEM;



3.Ucnonb3y#t crnoxkHble U pa3Hble mapoau. Takum oOpa3om, eciu TeOs B3JIOMAIOT,
TO 3JI0YMBIILJIEHHUKH MOTy4YaT JOCTYI TOJBKO K OJJHOMY TBOEMY IPO(UIIIO B CETH,
a HE KO BCEM;

4.Ecnu T1e0s B3JIOMaIM, TO HEOOXOAUMO MPEAYNPEAUTh BCEX CBOMX 3HAKOMBIX,
KOTOpbIE 100aBJeHBI Y T€OS B JIPY3bsX, O TOM, YTO T€Osl B3JIOMAaJIU M, BO3MOXKHO,
OT TBOETO UMEHHM OYy/I€T PaCChUIAThCA CIIaM U CChUIKU Ha (PUIITMHTOBBIE CAThI;
5.YcranoBu HazexHbii aposib (PIN) Ha MoOMIBHBIN Tene]oH;

6.OTKIIIOUH COXpaHEHHE MapoJis B Opay3epe;

7.He oTkpwiBaii (haiiimel U Ipyrye BIOKEHHUS B MHUCHMax, JaXKe €CIIM OHU TPUIILITN
OT TBOMX Jpy3el. JIyule yTouHu y HUX, OTIIPABIISUIM JIM OHU TeOe 3TU (aiiibl.

Hudposas penyrauus

[Mudposas penyranus - 3T0 HETaTUBHAs WM NO3UTHBHAas MHPOpPMAIUs B CETH O
tebe. Kommpomerupytomass uHdopmanus, pa3MelleHHas B HHTEPHETE, MOXKET
Cepbe3HbIM 00pa3oM OTpa3uThbcsl Ha TBOeM peanbHOU ku3HU. "Lludposas
penyranus" - 3T0 TBOM UMUK, KOTOPbIN popmupyeTcs u3 uHpopmManuu o tedbe B
UHTEPHETE.

TBoe MecTO KUTENbCTBA, yueObl, TBOE (PUHAHCOBOE IOJOKEHHE, OCOOCHHOCTH
XapakTepa U pacckasbl 0 OJU3KHUX - BCE 3TO HAKAIIMBAETCS B CETH.

MHorue nOAPOCTKM JIETKOMBICIIEHHO OTHOCATCA K NyOJIMKalMH —JTUYHON
uH(popmanuu B MHTEpHETE, HE MOHKMMAsE BO3MOXKHBIX MociencTBuil. Tol naxe He
CMOXeEITb J0TagaThcsi 0 ToM, 4yTo doTorpadus, pa3MeilleHHas 5 JIeT Ha3aj, cTaja
NPUYUHON OTKAa3a MPUHATH T€0s HA paldoTy.

KoMmMmeHTapuu, pasmenieHne TBoMX (oTorpapuil U Apyrue ACUCTBUS MOTYT HE
VCYE3HYTh JAXKE MOCJE TOr0, KaK Thl UX YJalHIlb. Thl HE 3HACIIb, KTO COXPaHUI
3Ty UH(GOpPMAaIHIO, TI0Taja JIM OHA B IOUCKOBBIE CUCTEMBI U COXpPaHUJIACh JIU OHA, a
IJIaBHOE: YTO MOAYMAIOT O Te0e OKpY’Karollue JIOU, KOTOpble HAAyT U YBUISAT
sT0. Haiitu uHpOpMannio MHOTO JET CIYCTS CMOXET JI00M - Kak U3 J0OphIX
noOyXJeHUI, TaKk ¥ C HaMEpPEHHEM MPUYUHUTH BpeA. DTO MOXKET OBbIThb KTO
YTOZHO.

OcHoOBHBIE COBETHI 10 3aUTe HN(POBOM pemyTALMH:

1.Ilomymaii, mpexJie ueMm 4To-TO MyOJIMKOBATh U Mepe/iaBaTh y ce0s B OJ0re Win B
COIIMAJIbHOM CETH;

2.B nacTpoiikax npo@uiisi yCTaHOBU OTPaHUYEHHUS] HA IPOCMOTP TBOETO MPOuUIIs
U €ro COAEPKUMOTO0, CAETIal ero TOIbKO "W npy3en’;

3.He pasmemaii u He yka3piBaili HH(OpMaIUIO, KOTOpass MOXET KOT0-JI100
OCKOPOJIATH MK OOMIKATh.

ABTOpPCKOE IPaBo

CoBpeMeHHbIE TIKOJILHUKHU - aKTUBHBIC MOJIH30BaTEIU IIU(POBOTO MPOCTPAHCTBRA.
OpHako [ajieko HE BCE 3HAKOT, YTO IMOJb30BaHME MHOTMMH BO3MOKHOCTSIMHU



muppoBOoro mupa TpeOyeT COONIOEHUS TMpaB HAa HHTEIUICKTYaJlbHYIO
COOCTBEHHOCTb.

Tepmun "uHTEIEKTYa bHast COOCTBEHHOCTH'" OTHOCUTCS K Pa3IMUHBIM TBOPEHHUSIM
YeJIOBEYECKOr0 yMa, HauMHasi ¢ HOBBIX M300pETEeHUIl M 3HAKOB, 0003HAYAIOIIUX
COOCTBEHHOCTh Ha MPOIYKTHI M YCIIyTH, M 3aKaHUYMBask KHUTaMu, Gororpadusmu,
KAHO(PUIBMAMH U MY3bIKQJTbHBIMU MTPOU3BEACHUSMHU.

ABTOpCKME TMpaBa - O3TO TpaBa Ha HHTEUIEKTYaJbHYI0 COOCTBEHHOCTh Ha
IPOM3BENICHUSI HAYKH, JTUTEPATyphl U UCKYyCCTBA. ABTOPCKHE MpaBa BHICTYMHAIOT B
KayecTBE TapaHTUU TOTO, YTO HMHTEJUIEKTYaJIbHBIN/TBOPUYECKUI TPYJl aBTOpa HE
OyAeT HampacHbIM, JacT €My CIIpaBeAJUBbIE BO3MOXKHOCTH 3apaboTath Ha
pe3yiapTaTax CBOETO TpPyJAa, MOJIYYUTh W3BECTHOCTh W mpu3HaHue. Hukto 06e3
paspelieHusi aBTOpa HE MOXET BOCIPOM3BOAUTH €r0  MPOU3BENEHUE,
pacmnpocTpaHsiTh, MyOJUYHO JEMOHCTPUPOBATh, MpPOJaBaTh, HUMIIOPTUPOBATD,
nycKaTb B IPOKAaT, MyOJIMYHO HCIOIHSTH, MMOKA3bIBATH/UCHONIHATE B 3(Upe WU
pa3Meniath B IHTepHeTe.

Hcnonp3oBanue "MUpPaTCKOro" MpOrpaMMHOIO OOECTIeUEeHUs] MOYKET MPHUBECTH K
MHOTUM pPHUCKaM: OT IOTEPH JTaHHBIX K TBOMM aKKayHTaM JI0 OJOKHPOBKU TBOETO
yCTpOiiCTBa, TJ€ YCTAaHOBJIIEHAa HeJerajabHas nporpamMma. He crout Taxke
3a0bIBaTh, YTO CYIIECTBYIOT JIETAIbHBIE M OECIUIATHBIE MPOrpaMMbl, KOTOpHIE
MO’KHO HaWTH B CETH.



